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1
Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

NA
3
Rationale

In LTE Prose, the IMSI is used in Discovery Request message. 5G network has enhanced to gain privacy of SUPI by concealing it. If the 5G Prose send the SUPI over the air without protection, the Prose feature may have a chance to expose the SUPI.
4
Detailed proposal

**** 1st change****

5.11
Key Issue #11: UE identity protection during ProSe discovery

5.11.1
Key issue details

During ProSe discovery a ProSe UE that is to be discovered needs to broadcast information via which it can be discovered. In some use cases the broadcasted information is uniquely associated to the (identity of the) ProSe UE. If this broadcasted information is not properly protected, the privacy of the UE can not be guaranteed in the sense that the UE can be traced and followed. Also impersonation of the ProSe UE can occur leading to identity theft. 
The Discovery Request message sent by UE carries a UE Identity which is IMSI as defined in clause 5.3.3.2 of TS 23.303[5]. If the LTE mechanisms are reused in 5G, it means SUPI will be used in Discovery Request message in 5G, then the SUPI is exposed.
5.11.2
Security threats

A ProSe UE identity broadcasted during ProSe discovery can be used to trace a ProSe.

A ProSe UE identity broadcasted during ProSe discovery can be used to impersonate the ProSe UE.
If SUPI is carried in Discovery Request without any protection, the SUPI is exposed.
5.11.3
Potential security requirements

The 5GS shall provide means to mitigate against the use of the identity of a ProSe UE broadcasted during ProSe discovery to trace the ProSe UE.

The 5GS shall provide means to mitigate against the use of the identity of a ProSe UE broadcasted during ProSe discovery to impersonate the ProSe UE.
The 5GS shall provide means to protect SUPI from exposing in the Discovery Request message.
**** End of change****

